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Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

Responsive to communication(s) filed on 17 May 2007 . 
2a)E3 This action is FINAL. 2b)Q This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-31 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) t£± is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)EI The drawing(s) filed on 17 May 2007 is/are: a)E3 accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 !)□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1 . This Office action is responsive to the Applicant's Amendment filed 05/1 7/2007. 
Claims 1,15, and 26 are amended. 

Claims 1-31 are pending in the application. 

Response to Arguments 

2. Applicant's arguments filed 05/17/2007 have been fully considered but they are 
not persuasive. 

Applicant argues, "Accordingly, Applicant submits that neither paragraph 0055 
nor elsewhere does Aucsmith describe or suggest a method of responding to an 
intrusion that includes selectively responding to at least one notification of an intrusion, 
from a network-accessible intrusion detection service (IDS) manager, by a computer 
evaluating the notification based on local IDS policy that includes information relating to 
the notification of an intrusion and information related to the computer" (Page 3 of 
Remarks). 

Examiner respectfully disagrees with applicant. Aucsmith clearly discloses, "The 
server 104 can notify 222 the client terminals 102(1)-102(N) of the anomaly. The 
server 104 may send this notification in real time. The server 104 typically notifies the 
client terminals 1 02(1 )-102(N) via the VPN 114. The server 104 may only notify the 
client 102, but typically notifies all of the client terminals 102(1)-102(N). The notification 
to the client terminals 102(1)-102(N) can include the server 104 alerting the agents 
106(1)-106(N) of the anomaly. In this way, the agents 106(1)-106(N) can all receive 
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real time notification of the anomaly, immediately being able to check for that anomaly 
in examining information arriving at its respective client terminals 102(1)-102(N). The 
notification may also include the server 104 notifying the client terminals 102(1)-102(N) 
with a message or other alert. For example, the server 1 04 may send a message to 
the client terminals 102(1)-102(N) via electronic mail, pager, or other similar 
mechanism, cause a visual and/or audio notice to appear at the client terminals 102(1)- 
102(N), and/or take other similar actions. In addition to or instead of notifying the client 
terminals 102(1)-102(N) of the anomaly, the server 104 may notify 224 the firewall 112 
of the anomaly. The server 104 may send this notification in real time. This notification 
may include updating the collection of corporate security data 120 to include 
information about the anomaly, modifying security procedures to account for the 
anomaly, or performing other similar tasks. The server 104 may report the anomaly to 
the appropriate element or elements included in the network configuration 100 in real 
time and subsequently determine if the anomaly constitutes an actual security problem. 
In that case, the server 104 may needlessly report an anomaly if the anomaly turns out 
to not constitute an actual security problem. If, however, the implications of the 
anomaly are sufficiently severe, then reporting the anomaly as soon as possible may 
enable the client terminals 102(1)-102(N) to more quickly receive notice of the anomaly 
and may more quickly reduce or eliminate any harmful effects of the anomaly. Waiting 
for the server 104 to complete a more detailed evaluation of the anomaly than the 
agent 106 already made before sending a report of the anomaly may incur a delay long 
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enough for the client terminals 102(1)-102(N) to accept or pass information that would 
be identified as an anomaly using information in the report" (Paragraph 0051-0055). 

Applicant further argues, "However, nowhere does Aucsmith describe or suggest 
that the client terminal 102/agent 106 evaluates an intrusion notification based on a 
local IDS policy and based on whether the agent 106 is a firewall for other computers" 
(Page 4 of Remarks). 

Examiner respectfully disagrees with applicant. Aucsmith clearly discloses, 
"Once the application monitor 308 examines information it receives, the application 
monitor 308 may send the information through the firewall 310 to the intrusion 
detection mechanism 312. The firewall 310 may consult information included in a 
firewall collection of data 328 and/or with the control program 316 in determining 
whether to pass the information through the firewall 310. The intrusion detection 
mechanism 312 can receive information, perform any additional intrusion detection 
operations on the information, such as making a record of the information before 
sending the information to the network 108, possibly consulting an intrusion detection 
collection of data 330 and/or the control program 316. Information can flow between 
the intrusion detection mechanism 312 and a network, such as the network 108 or the 
VPN 114" (Paragraph 0065). 

Applicant further argues, "However, neither the cited paragraphs nor elsewhere 
does Aucsmith describe or suggest that the agent 106 responds to an intrusion 
notification based on a local IDS policy and based on whether the agent 106 is a server 
of information for other computers" (page 4 of Remarks). 
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Examiner respectfully disagrees with applicant. Aucsmith clearly discloses, 
"When information arrives at the client 102, the agent 106 examines the information 
and determines 206 if the information includes or indicates a known anomaly. Known 
anomalies include security problems that the server 104 has identified to the agent 106 
and/or security problems that the agent 106 was initially configured to identify (and that 
have not since been deleted as anomalies to identify). The agent 106 may make this 
determination in real time (paragraph 0037). 

Applicant further argues, "Applicant submits that nowhere does Aucsmith 
describe or suggest that the agent 106, or a host computer, responds to the intrusion 
notification by evaluating the notification based on a local IDS policy and based on 
memory utilization in the computer (Page 7 of Remarks). 

Examiner respectfully disagrees with applicant. Aucsmith clearly discloses," The 
techniques may be implemented in programs executing on programmable machines 
such as mobile or stationary computers, personal digital assistants, and similar devices 
that each include a processor, a storage medium readable by the processor (including 
volatile and non-volatile memory and/or storage elements), at least one input device, 
and one or more output devices. Program code is applied to data entered using the 
input device to perform the functions described and to generate output information. 
The output information is applied to one or more output devices" (paragraph 0084). 

For at least the above reasons, it is believed that the rejection is maintained. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-31 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Aucsmith et al. (U.S. Patent Application Publication 2003/0110392 A1) hereinafter 
Aucsmith. 

Regarding Claims 1 and 26, Aucsmith discloses a method of responding to an 
intrusion, the method comprising: 

selectively responding to at least one notification of an intrusion (paragraph 
0055), from a network-accessible intrusion detection service manager (Figure 1) 
(paragraph 0027), by a computer (Figure 1, element 104) evaluating the notification 
based on local IDS policy that includes information relating to the notification of an 
intrusion and information related to the computer (paragraph 0055), wherein the 
computer host application programs accessible to users (figure 2, step 202, paragraph 
0035). 
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Regarding Claim 15, Aucsmith discloses a computer system that responds to 
intrusions, the computer system comprising: 

a plurality of computers (Figure 1, elements 102(1 to N)), each comprising a local 
IDS policy (paragraphs 0027, 0038 and 0070); 

an intrusion detection service (IDS) manager (element 104/106) that is 
configured to generate for the computers at least one notification of an intrusion (Figure 
1 , paragraph 0055), and wherein each of the computers is configured to selectively 
respond to the notification based on the local IDS policy and information relating to the 
computer (paragraph 0051-0055) wherein the computer host application programs 
accessible to users (figure 2, step 202, paragraph 0035). 

Regarding Claim 2, Aucsmith discloses the limitations of Claim 1 above. 
Aucsmith further discloses wherein the information related to the computer is based on 
whether the computer is a firewall for other computers in the computer system (Figure 
3, element 310). 

Regarding Claims 3, 21 and 29, Aucsmith discloses the limitations of Claim 1 
above. Aucsmith further discloses wherein the information related to the computer is 
based on whether the computer is a server of information for other computers in the 
computer system (Figure 1, paragraphs 0030, 0033 and 0051-0055). 
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Regarding Claim 4, Aucsmith discloses the limitations of Claim 3 above. 
Aucsmith further discloses evaluating whether the computer serves as at least one of a 
webserver, an intranet application server, and a backend server (paragraphs 0025 and 
0027). 

Regarding Claims 5, 22, and 30, Aucsmith discloses the limitations of Claim 1 
above. Aucsmith further discloses wherein the information related to the computer is 
based on whether the computer is protected by a firewall from a source of the intrusion 
(Figure 1, element 112, paragraphs 0030, 0033 and 0051-0055). 

Regarding Claim 6, Aucsmith discloses the limitations of Claim 1 above. 
Aucsmith further discloses wherein the information related to the computer is based on 
memory utilization in the computer (paragraph 0084). 

Regarding Claim 7, Aucsmith discloses the limitations of Claim 1 above. 
Aucsmith further discloses wherein the information related to the computer is based on 
processor utilization in the computer (paragraph 0084). 

Regarding Claim 8, Aucsmith discloses the limitations of Claim 1 above. 
Aucsmith further discloses wherein the information related to the computer is based on 
information from other than the IDS manager that indicates an intrusion into the 
computer (Figure 1, elements 116 and 120, paragraph 0026 -0028). 
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Regarding Claims 9 and 25, Aucsmith discloses the limitations of Claim 1 above. 
Aucsmith further discloses wherein the information related to the computer is 
based on proximity of the computer to a source of the intrusion (paragraphs 0028 and 
0051-0055). 

Regarding Claims 10, 20 and 27, Aucsmith discloses the limitations of Claim 1 
above. Aucsmith further discloses downloading the local IDS policy from a network- 
accessible repository to the computer (paragraphs 0028, 0078 and 0083). 

Regarding Claims 1 1 and 28, Aucsmith discloses the limitations of Claim 1 
above. Aucsmith further discloses wherein the local IDS policy comprises one or more 
response actions to be taken based on a notification from the network-accessible IDS 
manager of an intrusion (paragraph 0050). 

Regarding Claim 12, Aucsmith discloses the limitations of Claim 11 above. 
Aucsmith further discloses wherein the response action comprises terminating 
an application that is a target of an attack (paragraph 0037). 

Regarding Claim 13, Aucsmith discloses the limitations of Claim 11 above. 
Aucsmith further discloses wherein the response action comprises discarding 
information in a communication to the computer (paragraph 0037). 
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Regarding Claim 14, Aucsmith discloses the limitations of Claim 1 1 above. 
Aucsmith further discloses wherein the response action comprises discontinuing 
communication with a source of the communication (paragraph 0039). 

Regarding Claim 16, Aucsmith discloses the limitations of Claim 15 above. 
Aucsmith further discloses wherein the IDS manager is configured to determine that an 
intrusion has occurred in the computer system, and is configured to generate a 
notification based on determining that an intrusion has occurred (paragraph 0045). 

Regarding Claim 17, Aucsmith discloses the limitations of Claim 16 above. 
Aucsmith further discloses wherein at least two of the computers respond differently to 
the same intrusion notification from the IDS manager (paragraph 0055). 

Regarding Claim 18, Aucsmith discloses the limitations of Claim 16 above. 
Aucsmith further discloses wherein at least one of the computers responds differently 
to the same intrusion notification repeated at least once over time (paragraph 0055). 

Regarding Claim 19, Aucsmith discloses the limitations of Claim 15 above. 
Aucsmith further discloses a plurality of sensors that are configured to sense events that 
may indicate one or more possible intrusions into the computer system, and that are 
configured to inform the IDS manager of the events, and wherein the IDS manager is 
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configured to determine that an intrusion has occurred in the computer system by 
correlating the events from the sensors (Figures 1 and 2, elements 106(1-N) and step 
210, paragraphs 0035 and 0041). 

Regarding Claims 23 and 31, Aucsmith discloses the limitations of Claim 15 
above. Aucsmith further discloses wherein at least one of the computers is configured 
to selectively respond to the notification based on the local IDS policy and based on at 
least one of memory utilization in the computer and processor utilization in the 
computer (paragraph 0084). 

Regarding Claim 24, Aucsmith discloses the limitations of Claim 15 above. 
Aucsmith further discloses wherein at least one of the computers is configured to 
selectively respond to the notification based on the local IDS policy and information 
relating to possible intrusions into the computer (paragraphs 0051-0055). 

Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Baotran N. To whose telephone number is 571-272- 
8156. The examiner can normally be reached on Monday-Friday from 8:00 to 4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571 -272-1 00o/ 



BT 

07/19/2007 




